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Alaska Land Mobile Radio
Facility Security Penetration Policy

1. Applicability

This policy applies to the Alaska Land Mobile Radio (ALMR) Communications System
Operations Management Office (OMO), System Management Office (SMO), and zone
controller space located within the Alaska Public Safety Communications Service facility
located at 5900 East Tudor Road, Anchorage. Any substantial revision or update of the
policy must be approved by the User Council.

2. Policy

The OMO will conduct at least one unannounced security penetration test each
calendar year using the checklist contained in the Facility Security Penetration
Procedure 200-2.

3. Procedures

The facility penetration attempt will focus on gaining access to the OMO, SMO, and/or
zone controller areas within the facility to simulate a person trying to bypass existing
security measures and potentially cause harm to persons or property within the
described areas. The processes outlined in Facility Security Penetration Procedure
200-2 will be followed.

5. Effective Date

This policy shall become effective upon signature and shall remain in effect until
rescinded. The policy shall be reviewed periodically and updated, as required.
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