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Alaska Land Mobile Radio 
Privileged User Acceptable Use Policy 

 
1.  Applicability 
 
This policy applies to all employees, contractors, subcontractors, consultants, temporary 
employees, and other personnel assigned to, or utilizing, the Alaska Land Mobile Radio 
(ALMR) Communications System deemed as privileged users.  It governs 
responsibilities pertaining to appropriate safeguarding of the system, the information 
contained within and its proper operational use.  Any substantial revision or update of 
this policy must be approved by the User Council.   
  
2.  Policy 
 
All users of ALMR have the primary responsibility to safeguard information contained 
within ALMR information systems.  However, certain privileged users possess greater 
access and therefore present greater risk.  Therefore, privileged users are held to a 
higher standard of accountability. 
  
3.  Procedures  
 
All privileged users must safeguard against unauthorized or inadvertent modification, 
disclosure, destruction, denial of service, and misuse of privileges on the system.   
 
Access to any ALMR resource is a revocable privilege and is subject to constant 
monitoring and security testing.  Access to the ALMR network is For Official Use Only 
(FOUO) and set forth by the Department of Defense Instruction (DODI), 8510.01, Risk 
Management Framework (RMF) for DOD Information Technology (IT) and in 
accordance with DODI 8500.01, Cybersecurity.   
 
4. Effective Date 
 
This policy shall become effective upon signature and shall remain in effect until 
rescinded.  The policy shall be reviewed periodically and updated, as required. 
 
 
______________________________ 
Paul Fussey 
Operations Manager 
Alaska Land Mobile Radio 
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