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1. Applicability

This policy applies to all employees, contractors, subcontractors, consultants, temporary
employees, and other personnel assigned to support the Alaska Land Mobile Radio
(ALMR) Communications System. This policy describes the basis for appropriate
backup and recovery procedures for the ALMR system as specified in DODI 8500.2.
Any substantial revision or update of this policy must be approved by the User Council.

2. Policy

The System Management Office shall coordinate and oversee all backup and recovery
operations and ensure they are performed in accordance with the ALMR System
Backup and Recovery Procedure 400-5.

These operations shall meet or surpass the minimum accepted level of backup and
recovery for all ALMR systems in the form of technical, operational, and managerial
control as required NIST SP800-53r5, Security and Privacy controls for Information
Systems and Organizations.

3. Procedures

The SMO shall perform periodic backups of the ALMR system to enable the controlled
recovery in the event of a disaster, either manmade or natural. The established controls
and procedures shall minimize the impact to system users and ensure an expeditious
return to operations.

4. Effective Date

This policy shall become effective upon signature and shall remain in effect until
rescinded. The policy shall be reviewed periodically and updated, as required.
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